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elDAS 2.0 ARF

Motivation

= Decentralized identity ecosystems
brings use cases from different
domains together

= Regulated and non-regulated
issuers have different security
requirements

= eIDAS ARF address these
requirements

= Type 1 Configuration for “high-
security credentials”
(hardware-bound)

= Type 2 Configuration for “other
credentials” (backup &
portability enabled)

IDunion

Issuer

Issuance protocols

EUDI Wallet instance

Relying party

OpenliD4VCI >

= other optional protocols = =%

Data models & formats

Type 1 Configuration

w3cvc
JSON + JWT(SD-JWT)

ISO/IEC 18013-5:2021
CBOR + MSO

The Wallet Solution MUST support both
formats

Type 2 configuration

w3acvce
JSON+JWT(SD-JWT)

w3cvce
JSON-LD + LD-Proofs

ISO/IEC 18013-5:2021
CBOR + MSO

Cryptographic keys management system MUST store
keys in one of these places:
« Secure Element / Trusted Execution Environment
« External device ( Smart Cards )
* Remote backend ( HSM )

Attestation exchange
protocol

Remote flow
e OpenID4VP i

SIOPv2

Proximity flow
ISO/IEC 18013-5

= other optional protocols= =




Requirements for Identity Credentials

Requirements from Regulations
= eIDAS LoA / TR-03107 Elektronische Identitaten
= |ow, substantial, high
= Evaluation factors:
= Enrolment
= Proof of identity
= Issuance security
=  Multi-Factor-Authentication
= Possession
= Knowledge
= Biometry
= Revocation
= Communication security
= Cryptographic algorithms

iDumon

= Protection according to
ISO18045 attack potential

= [S029115 attack vectors:

Online guessing
Offline guessing
Credential duplication
Credential theft



The Existing Tools

Regulatory requirements
o protection against
« credential duplication/theft (extraction)
« online/offline guessing (impersonation)
« others.. (not wallet relevant)

« the wallet enables the issuer to achieve a
certain level of assurance (LoA)

Mobile Market

« market of secure cryptographic key
storage is very fragmented

« relying (partly) on OS security
mechanism

IDunion

Execution

. ardroid
Environmen




[a0

*

IDunion

Device binding

(authentication factor possession)

User binding

(authentication factor knowledge/biometry)

Wallet authentication

(integrity and authencity of the wallet)
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Solution Components

Device Binding

= hardware-backed crypto systems are very restrained
= NIST P256 with ECDSA-SHA256 as the smallest common denominator
= simple, well-understood crypto system
= SD-JWT, crypto agility by JOSE, (theoretically) PQC ready

= No backup & recovery strategy possible

= ZKP in mobile hardware is not available and might take 5-10 (?) years

User/Holder Binding
= Local, on-device authentication

= Biometrics have many challenges and security issues (weak sensors, unknown FAR/FRR, attested enrolment,
privacy..)

= Regulators are still in favour of PINs (some problems here as well, System-PIN vs App vs SE-PIN)

Wallet Authentication

= mobile OS presents a less-trusted, complex layer in front of trusted, high secure hardware key storage
= Use existing technology by mobile OS: iOS Device Check, Android SafetyNet/Integrity API

= Use Key attestations (not available on iOS)



* User Binding in depth

|
|
secunity |
level
USECASe |

holdef
Binding

Binding :
type :

IDunion

cinema Ticket

Bearer token

eIDAS ’T‘ype_-a conﬁgu(‘o\‘tion

on-site mDL Jiploma

\C

/B—iome,tﬁc Claim PII Cloim
B‘mctmg Bind?ng

-

-

~

c lo&m-BO\sepl Bind?ng

~

_J

public ‘tromqoor‘t

eIDAS Tt/pe_—1 Qonpigurau‘tbn

PID / eID /online mDL

[Passwd f

At‘tes?t.eo(" "
biometries

’Bi_om‘_e,‘t_ﬁcs_ '

PIN / ] [se,lp-enmle.d

e,xpor’table 4
software ke_t/s

non—expor‘table V4
hardware keys

:

K ey—l:ase_d Bind‘mg j

:

In‘tegﬁ'tc/ and Au‘the,v\‘tic?‘ty Ly Issuer's signo:ture_ }

+* combinations are possible_
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* Trust Model

=
/
5

device attestation VC

walletNoame: me,go\Wa[[e‘t 1.2
hardwareT ype: SE

kardwa\re)cet/ A 3%-123‘15...
userauthentication: SE-PIN

PID V¢

nowme: Paul

city: Berlin

[”;\oldeh-key : wk-676761.. |
[ho'deﬁket/ . :‘wk-‘é"l‘f{‘l‘é’al..J

Trust
List

IDunion

aq
&
K
N""o
>

Register Attes‘t“"tb“ Trust PID Issuer
B T serviee e AR s
< ________________________________________ G " > 7 -
s S APt s _
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The Wallet Attestation Concept

Advantages

» Point of Interoperability is the attestation VC schema
* Not the attestation process and protocols between wallet and attestation service
» Future Proof mechanism independent from specific technology

« Simplify attestations for issuers and verifiers

« Issuers do not need to parse and analyze complex OS-specific attestation
statements

« Easy integration into existing issuance protocols
« Design respects privacy of the holder, scaling and limits of attestations

[ Official Paper from HMD Journal (german)

&)

Translated paper in English []

(the paper was submitted by 09/22, so some
details have changed)




e IDunion Demo

Dewmo of End-to-End Issuance with Wa“e,'t Attestotion and Device Bindimj

0819 - 3O 5G4 du82% 08:19 $ O SGMdus82%

OpenlID4VC Issuer

I'his issuer validates your email
address and issues a verifiable
credential in SD-JWT format using

OpenlD4VC protocol stack

First name
Paul

Last name
Bastian
Email address

paul.bastian@bdr.de

Perform a Wallet Attestation

START ISSUANCE

o & issuer-openiddvc.ssitirbudru.c ()

issuer's website as a
S‘to«"ting Poin‘t

IDunion

Credential Offer

Click button to open your credentia
wallet or display QR Code for cross

device flow.

OPEN WALLET SHOW QR CODE

(A e; issuer-openiddvc.ssi.tirbudn

Wallet invocation with
cleeplink or QR-Code

e-Mail address

Enter User PIN

Bestatige die Integritédt deines Gerétes

E Integritatsnachweis

Issuer Authentication
with eIDAS 1 QWAC or
EV certificates

08:20 -+ % O 5G MM @82
Nachweis hinzufiigen
Mochtest du den Nachweis
annehmen?
https://issuer-openid4vc.ssi.tir
.budru.de .4
Kontakt ist verifiziert @
- AttestedVerifiedEMail
Given Name
Surname

X

08:22 3OSCALAM4E8%
Nachweis hinzufiigen X
Given Name
Surname
e-Mail address
2128

Bestétige die Integritédt deines Gerétes

E Integritdtsnachweis

UserPIN as o secur?‘ty
feature of OpenIDY4VCI

e-Mail address

2128

Bestétige die Integritat deines Gerdtes

@ Integritdtsnachweis

Wo\“e't Attestation for
eIDAS Tlﬂ)e"1 high
assurance cr‘eden‘tia\[

08:23 % © 5G'd'd §B1%
@tissi Q@
Wallet

08:22 % © 5Gd'd#81%
Nachweis hinzufiigen X
W e
Given Name
Surname

AttestedVerifiedEMail
https://issuer-ope...

D-JWT Credential successfully added

o

. £ Mehr aufnehme

W3C SD-JWT VC issued
aPter validation of
wallet attestation
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Proposed Solution

e Extendsthe established framework of
RFC7521 for a new form of client
authentication

e Clientinstance obtains an attestation from
client backend

e Client backend may perform any number of
security checks before issuing a key-bound
attestation JWT to the client instance

e Clientinstance authenticates towards
Authorization server during a token or PAR
request

e Note - how the client communicates with the
client backend in steps 2&4 are out of scope

3) Generate
Client Attestation

.............. Key trusted by the
i authorization server for
v T T T R T . the specific client
Client Backend J
A !
2) Request Client ! 4) Respond with
Attestation for i generated Client
generated key Attestation
1) Ger)erate i Client Instance W: >( Authorization Server
Attestation Key ! 5
..... 6) Interaction
using Client
A Attestation and
! PoP for
""""""" authentication

5) Generate
Client Attestation
PoP




Key Ca llo u ts 3) Generate
Client Attestation
.............. Key trusted by the
authorization server for
: v ( ................................... the speciﬁc Client
e Proof of possession enabled client '
. . Client Backend
authentication method J
e Canbeused to authenticate the key used to x 3
bind to an access token via DPoP 2) Requeet Cllent  ——
H H H Attestation for ! i generated Client
e Direct mode of authentication between the qenecaleciay: | {0 fostation
client instance and the authorization server § E
! A 4
rather than a backend for front end pattern W (
e Avoids the client instance from having to A;Lg:t'i‘:;ﬁ‘(iy § Clentinstance | > Authorization Server
. . . (TR 6) Interaction
register with the AS via DCR J using Client L
1 A Attestation and
: PoP for
- _E;).(-i_e_r; e_r_a_té- ) authentication
Client Attestation
PoP




Native App Example

3) Generate
Client Attestation

Mobile App Backend (Client

4) Respond with
generated Client

Attestation

Key trusted by the
authorization server for

Backend)

A s

2) Request Client |

Attestation for !

generated key | !

Mobile OS J : ¥
an TPM/SE Mobile App (Client Instanc W

3)

U

6) Interaction
using Client
Attestation and
PoP for
authentication

>{ Authorization Server




Example - Token Request

POST /token HTTP/1.1
Host: as.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&
code=nBesc3NRze7LTCu7iYzS6ab5acc3fBogp4&
client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3A
client-assertion-type%3Ajwt-client-attestation&
client_assertion=eyJhbGciOiJSUzITNiIsImtpZCI6IjIyInod.
eyJpc3Mi[...omitted for brevity...].
cC4hiUPo[ .. .omitted for brevity...]~eyJzITNiIsImtphbGciOimtpZCI6IjIyIn®.
IjIyIn@[...omitted for brevity...].
i0iJSUzI1[...omitted for brevity...]



Example - Token Request

POST /token HTTP/1.1
Host: as.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&
code=n@esc3NRze7LTCu7iYzS6a5acc3fBogp4& ’//////
client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3A
client-assertion-type%3Ajwt-client-attestation&
client_assertion=eyJhbGciO0iJSUzITNiIsImtpZCI6IjIyIng.
eyJpc3Mi[...omitted for brevity...].
cC4hiUPo[ .. .omitted for brevity...]~eyJzITNiIsImtphbGciOimtpZCI6IjIyIn®.
IjIyIn@[...omitted for brevity...].

i0iJSUzI1[...omitted for brevity...]

New assertion type




Example - Token Request

POST /token HTTP/1.1
Host: as.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&
code=nBesc3NRze7LTCu7iYzS6a5acc3fBogp4&
client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3A

client-assertion-type%3Ajwt-client-attestation& Two JWTs concatenated via a ‘~' character
client_assertion=eyJhbGci0iJSUzITNiIsImtpZCI6IjIyIn@. - Client Attestation
eyJpc3Mi[...omitted for brevity...]. ’////// . Client Attestation PoP

cC4hiUPo[...omitted for brevity...]~eyJzITNiIsImtphbGciOimtpZCI6IjIyInd.
IjIyIn@[...omitted for brevity...].
i0iJSUZI1[...omitted for brevity...]




Example - Client Assertion

eyJhbGCci0iAiRVMyNTYiLCJraWQiOiAiMTEifQ.eyJpc3MiOiJodHRwcz
oVL2NsaWVudC51eGFtcGx1LmNVbSISINN1YiI6ImhOdHBZz0i8vY2xpZW5
OLmMV4YW1wbGUUY29tIiwibmJmIjoxMzAwODE1TNzgwLCJ1eHA10jEzMDA4
Client Attestation MTkzODAsImNuZiI6eyJqd2siOnsia3R5IjoiRUMiLCJ1c2UiO0iJzaWcil
CJjcnYi0iJQLTITNiIsIngiOiIXOHdAITGVJZ1c5d1Z0ON1ZEMVR4Z3BxeT
JMc3pZaBTmNko4bmpWQW1idmhNIiwieSI6IiTWNGRTNFVhTETnUF80Z1k
®ajhpcjdjbDFUNGXGZEFNY3g1NW83VGtjUBEiLifX19.ST1KxwRJSMeKKF2
QT4fwpMeJf36P0Ok6yJV_adQssw5c~eyJhbGci0iJFUzZITNiJ9 . eyJpc3M
i0iJodHRwczovL2NsaWVudC51eGFtcGx1LmNvbSIsImF1ZCI6Imh@dHBz
Client Attestation PoP 0i8vYXMuZXhhbXBsZS5jb20ilLCJuYmYi0jEzMDA4MTU30DAsImV4cCI6M
TMwMDgx0TM4MHO . coB_mtdXwvi9RxSMzbIey8GVVQLv9qQrBUgmc1qj9B

S

Note signatures are invalid



Client Attestation JWT

"typ": "wallet-attestation+jwt",
"alg": "ES250",
"kid": "1"

Wallet Provider maps given key type and
user authentication to Authenticator
Assurance Level (aal)

Wallet Instance Attestation is issued to
Wallet and proven to the PID Issuer

"iss": "https://attester.example.com",
"sub": "https://client.example.com",
"iat": 1516247022,

"exp": 1541493724,

"aal" "https://trust-list.eu/aal/higl',

"cnf": {
"Jwk": |
"kty": "EC",
"crv": "P-256",

mw

x": "TCAER19Zvu30HF4j4W4vESVoHIP1ILil1Dls7vCeGemc)

"y": "ZxJ1WWbZMQGHVWKVQ4hbSIirsVifuecCE6t4JTOF2HZQ"

by

"key type": "STRONGBOX", //optional

"user authentication'"™ "SYSTEM PIN", //optional



Client Attestation PoP JWT

"typ": "kb+jwt", "iss": "https://client.example.con!,
"alg": "ES256", "aud": "https://as.example.com",
"kid": "1™ "nbf": 1516247022,

"exp": 1541493724,
"nonce" : "d25d00ab-552b-46fc-ael9-98f440£25004"

e PoP JWT binds the client attestation to the
Authorization Server



PID SD-JWT

e PID Issuer takes Authenticator Assurance
Level (aal) from Wallet Attestation

e PID Issuer adds ldentification Assurance
Level (ial) from his enrolment process

e \Verifiers can query presentations
constrained to IAL/AAL values

"iss": "https://credential-issuer.example.com'

"iat": 1541493724,

"exp": 1541494724,

"type": "Identity",

"given name": "Erika",

"family name": "Mustermann",

"cnf": |

"Jwk": |

"kty": "EC",
"crv": "P-256",
"x": "TCAER19Zvu30HF4j4W4vESVoHIP1ILilDls7vCeGemcy
"y": "Zx]1iWWbZMQGHVWKVQ4hbSIirsVfuecCE6t4JTOF2HZQ"

by
"status": {
"j_dX": HO,",

w

uri": "https://example.com/statuslists/1"
b

"assurance level": {

"aal": "https://trust-list.eu/aal/high"
"ial": "https://trust-list.eu/ial/high"



Questions / Feedback?

e Which method for replay attack prevention?
e How to provide nonces for the PAR endpoint?



Thanks!

Paul Bastian, Bundesdruckerei GmbH
paul.bastian@bdr.de

@ contact@idunion.org

https://www.idunion.org/

IDunion
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